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(54) A data recording apparatus, a data recording medium, a data reproducing apparatus, and a 
method of scrambling and de-scrambling data 



(57) Content data (AV data) is scrambled according 
to scrambling algorithm. The scrambled content data, 
de-scrambling algorithm, and flag data indicative of de- 
scrambling algorithm data is recorded or transmitted. 
The transmitted (recorded) data is received (read). If the 
data includes the flag data, the scrambled data is de- 
scrambled with the de-scrambling algorithm indicated 
by the flag data. If no flag data and there is de-scram- 
bling algorithm ; the de-scrambling algorithm is stored 
and used for de-scrambling the content data. If the flag 
data disagrees with the flag data on the de-scrambling 
side, the received de-scrambling algorithm is used for 



de-scrambling the content data. Moreover, the content 
data is scrambled with first scrambling algorithm data. 
De-scrambling algorithm for de-scrambling the content 
data scrambled with the first scrambling algorithm is 
scrambled with second scrambling algorithm. The 
scrambled content data ; the scrambled de-scrambling 
algorithm, and flag data indicating the second scram- 
bling algorithm data is recorded (transmitted). The 
scrambled de-scrambling algorithm is decoded accord- 
ing to the flag data indicating the second scrambling al- 
gorithm. The content data is de-scrambled with the de- 
scrambling algorithm de-scrambled according to the 
flag data. 
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Description 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

[0001] This invention relates to a data recording ap- 
paratus, a data recording medium, a data reproducing 
apparatus, and a method of scrambling and de-scram- 
bling data. 

2. Description of the Prior Art 

[0002] A recording apparatus for scrambling video da- 
ta and audio data and recording the scrambled video 
and audio data is known. 

[0003] A DVD content scramble system (CSS) is dis- 
closed in National Technical Report Vol. 43, p1 18-1 22, 
Jun. 1997. Figs. 17 and 18 are block diagrams of this 
prior art scramble system. In Fig. 17, disc key data is 
supplied from a copyright holder to a CSS managing or- 
ganization which scrambles the disc key with master key 
data. Title key data is supplied from the copyright holder 
to a CSS managing organization which scrambles the 
title key data with disc key data. Audio and visual data 
is encoded with MPEG encoder. The scrambled disc key 
data : the scrambled title key data, and the MPEG-en- 
coded audio and visual data are supplied to a disc man- 
ufacture which records the scrambled disc key data, the 
scrambled title key data, and the scrambled audio and 
visual data on a DVD disc. 

[0004] In Fig. 18, a DVD player de-scrambles the 
scrambled disc key data from the DVD disc with master 
key data which is determined every manufacture. The 
de-scrambled disc key data is used for de-scrambling 
the scrambled title key data from the DVD disc. The de- 
scrambled title key data is used for de-scrambling the 
audio and visual data. The de-scrambled audio and vis- 
ual data is decoded with an MPEG decoder to output 
audio data and video data. 

[0005] In this prior art scrambling and de-scrambling 
operations; the master key data, the disc key data, and 
the title key data can be changed. However, the scram- 
bling algorithm is fixed, so that it is difficult to change the 
scrambling algorithm. 

SUMMARY OF THE INVENTION 

[0006] The aim of the present invention is to provide 
a superior data recording apparatus, a superior data re- 
cording medium, a superior data reproducing appara- 
tus, a superior method of scrambling and de-scrambling 
data. 

[0007] According to the present invention there is pro- 
vided a first data recording apparatus including: a 
scrambling circuit for scrambling content data in accord- 
ance with scrambling algorithm data; and a recording 
circuit for recording the content dataf rom the scrambling 



circuit, de-scrambling algorithm data for de-scrambling 
the content data scrambled by the scrambling algorithm 
data, and flag data indicative of the de-scrambling algo- 
rithm data on a recording medium. 

5 [0008] According to the present invention there is pro- 
vided a first data recording medium including: a first re- 
gion for storing content data scrambled in accordance 
with scrambling algorithm data; a second region for stor- 
ing de-scrambling algorithm data for de-scrambling the 

10 content data scrambled by the scrambling algorithm da- 
ta; and a third region for storing flag data indicative of 
the de-scrambling algorithm data. 
[0009] According to the present invention there is pro- 
vided a first data reproducing apparatus for reproducing 

15 data including content data scrambled in accordance 
with scrambling algorithm data, first de-scrambling al- 
gorithm data for de-scrambling the content data scram- 
bled in accordance with the scrambling algorithm data, 
and first flag data indicative of the de-scrambling algo- 

20 rithm data, including: a receiving circuit for receiving the 
data; a storing circuit for storing second de-scrambling 
algorithm data and second flag data indicative of the 
second de-scrambling algorithm data, and storing the 
first de-scrambling algorithm data from the receiving cir- 

25 cuit in response to the receiving circuit; a comparing cir- 
cuit for comparing the first flag data with the second flag 
data; a selecting circuit for selecting the second de- 
scrambling algorithm data when the first flag data 
agrees with the second flag data and selecting the first 

30 de-scrambling algorithm data in the storing circuit when 
the first flag data disagrees with the second flag data; 
and a de-scrambling circuit for de-scrambling the con- 
tent data from the receiving circuit in accordance with 
an output of the selecting circuit to output de-scrambled 

35 content data. 

[001 0] According to the present invention there is pro- 
vided a first method of scrambling and de-scrambling 
data including the steps of: scrambling content data in 
accordance with a scrambling algorithm; transmitting 

40 the content data from the scrambling circuit, de-scram- 
bling algorithm data for de-scrambling the content data 
scrambled in accordance with the scrambling algorithm, 
and flag data indicative of the de-scrambling algorithm 
data; receiving the transmitted data; storing second de- 

45 scrambling algorithm data and second flag data indica- 
tive of the second de-scrambling algorithm data in ad- 
vance, and storing the first de-scrambling algorithm da- 
ta; comparing the first flag data with the second flag da- 
ta: selecting the second de-scrambling algorithm data 

50 when the first flag data agrees with the second flag data 
and selecting the first de-scrambling algorithm data 
when the first flag data disagrees with the second flag 
data; and de-scrambling the content data in accordance 
with the selected de-scrambling algorithm data to output 

55 de-scrambled content data. 

[001 1 ] According to the present invention there is pro- 
vided a second data recording apparatus including: a 
first scrambling circuit for scrambling content data in ac- 
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cordance with first scrambling algorithm data; a second 
scrambling circuit for scrambling de-scrambling algo- 
rithm data in accordance with second scrambling algo- 
rithm data, the de-scrambling algorithm data being pro- 
vided for de-scrambling the content data scrambled in 
accordance with the first scrambling algorithm data; and 
a recording circuit for recording the content data from 
the first scrambling circuit, the de-scrambling algorithm 
data from the second scrambling circuit, and flag data 
indicative of the second scrambling algorithm data on a 
recording medium. 

[0012] According to the present invention there is pro- 
vided a second recording medium including: a first re- 
gion for storing content data scrambled in accordance 
with first scrambling algorithm data; a second region for 
storing de-scrambling algorithm data for de-scrambling 
the first scrambling algorithm data scrambled with sec- 
ond scrambling algorithm data; and a third region for 
storing flag data indicative of the second de-scrambling 
algorithm data. 

[001 3] According to the present invention there is pro- 
vided a second data reproducing apparatus for repro- 
ducing data including content data scrambled in accord- 
ance with first scrambling algorithm data, first de-scram- 
bling algorithm data scrambled with second scrambling 
algorithm data for de-scrambling the content data, and 
flag data indicative of the second scrambling algorithm 
data ; including: a receiving circuit for receiving the data; 
a selecting circuit for selecting one of a plurality of sets 
of second de-scrambling algorithm data which corre- 
sponds to the second scrambling algorithm data in ac- 
cordance with the flag data; a first de-scrambling circuit 
for de-scrambling the first de-scrambling algorithm data 
in accordance with the selected one set of the second 
de-scrambling algorithm data; and a second de-scram- 
bling circuit for de-scrambling the content data from the 
receiving circuit in accordance with the first de-scram- 
bling algorithm data from the first de-scrambling circuit. 
[001 4] According to the present invention there is pro- 
vided a second method of scrambling and de-scram- 
bling data comprising the steps of: (a) scrambling con- 
tent data in accordance with first scrambling algorithm 
data: (b) scrambling first de-scrambling algorithm data 
in accordance with second scrambling algorithm data, 
the first de-scrambling algorithm data being provided for 
de-scrambling the content data scrambled in step (a); 
(c) transmitting data including the content data scram- 
bled in step (a), the first de-scrambling algorithm data 
scrambled in step (b), and flag data indicative of the sec- 
ond scrambling algorithm data; (d) receiving the data; 
(e) selecting one of a plurality of sets of second de- 
scrambling algorithm data which corresponds to the 
second scrambling algorithm data in accordance with 
the flag data in the received data; (f) de-scrambling the 
first de-scrambling algorithm data in the received data 
in accordance with the selected one set of second de- 
scrambling algorithm data: and (g) de-scrambling the 
content data in the received data in accordance with the 



first de-scrambling algorithm data de-scrambled in step 
(f). 

[001 5] According to the present invention there is pro- 
vided a third data recording apparatus including: a 

5 scrambling circuit for scrambling content data in accord- 
ance with scrambling algorithm data; and a recording 
circuit for recording the content data from the scrambling 
circuit and flag data indicative of the de-scrambling al- 
gorithm data on a recording medium. 

10 [0016] According to the present invention there is pro- 
vided a third data recording medium including: a first re- 
gion for storing content data scrambled in accordance 
with scrambling algorithm data; and a second region for 
storing flag data indicative of the scrambling algorithm 

15 data. 

[001 7] According to the present invention there is pro- 
vided a third data reproducing apparatus for reproduc- 
ing data including content data scrambled in accord- 
ance with scrambling algorithm data and flag data indic- 

20 ative of de-scrambling algorithm data for de-scrambling 
the content data scrambled with the scrambling algo- 
rithm data, including: a receiving circuit for receiving the 
data; a storing circuit for storing a plurality of sets of sec- 
ond de-scrambling algorithm data; a selecting circuit for 

25 selecting one set of the second de-scrambling algorithm 
data corresponding to the flag data; and a de-scram- 
bling circuit for de-scrambling the content data from the 
receiving circuit in accordance with the one set of the 
second de-scrambling algorithm data. 

30 [0018] According to the present invention there is pro- 
vided a third method of scrambling and de-scrambling 
data including the steps of: scrambling content data in 
accordance with scrambling algorithm data; transmitting 
the content data scrambled in accordance with the 

35 scrambling algorithm data and flag data indicative of de- 
scrambling algorithm data for de-scrambling the content 
data scrambled with the scrambling algorithm data; re- 
ceiving the transmitted content data and flag data; stor- 
ing a plurality of sets of second de-scrambling algorithm 

40 data; selecting one set of the second de-scrambling al- 
gorithm data corresponding to the received flag data; 
and de-scrambling the content data from the receiving 
circuit in accordance with the one set of the second de- 
scrambling algorithm data. 

45 [001 9] According to the present invention there is pro- 
vided a fourth data recording apparatus including: a 
scrambling circuit for scrambling content data in accord- 
ance with scrambling algorithm data; and a recording 
circuit for recording the content data from the scrambling 

50 circuit and de-scrambling algorithm data for de-scram- 
bling the content data scrambled by the scrambling al- 
gorithm data on a recording medium. 
[0020] According to the present invention there is pro- 
vided a fourth data recording medium including: a first 

55 region for storing content data scrambled in accordance 
with scrambling algorithm data; and a second region for 
storing de-scrambling algorithm data for de-scrambling 
the content data scrambled by the scrambling algorithm 
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data. 

[0021] According to the present invention there is pro- 
vided a fourth data reproducing apparatus for reproduc- 
ing data including content data scrambled in accord- 
ance with scrambling algorithm data and de-scrambling 
algorithm data for de-scrambling the content data 
scrambled in accordance with the scrambling algorithm 
data : including: a receiving circuit for receiving the data; 
a storing circuit for storing the de-scrambling algorithm 
data from the receiving circuit; a de-scrambling circuit 
for de-scrambling the content data from the receiving 
circuit in accordance with the de-scrambling algorithm 
data from the storing circuit to output de-scrambled con- 
tent data. 

[0022] According to the present invention there is pro- 
vided a fourth method of scrambling and de-scrambling 
data including the steps of: scrambling content data in 
accordance with scrambling algorithm data; transmitting 
the content data from the scrambling circuit and de- 
scrambling algorithm data for de-scrambling the content 
data scrambled in accordance with the scrambling algo- 
rithm data; receiving the transmitted content data and 
the transmitted de-scrambling algorithm data; storing 
second de-scrambling algorithm data; and de-scram- 
bling the content data from the receiving circuit in ac- 
cordance with the de-scrambling algorithm data in the 
storing circuit to output the de-scrambled content data. 



bodiment; 

Fig. 10 is a block diagram of a recording apparatus 
according to the second embodiment; 
Fig. 1 1 is a block diagram of a reproducing appara- 
s tus according to the second embodiment; 

Fig. 12 is block diagram of a de-scrambling circuit 
shown in Fig. 11 ; 

Fig. 13 is a transmitting apparatus according to a 
third embodiment; 
10 Fig. 14 is a receiving apparatus according to the 
third embodiment; 

Fig. 15 is a transmitting apparatus according to a 
fourth embodiment; 

Fig. 16 is a receiving apparatus according to the 
15 fourth embodiment; and 

Figs. 17 and 18 are block diagrams of a prior art 
scramble system. 

[0024] The same or corresponding elements or parts 
20 are designated with like references throughout the 
drawings. 

DETAILED DESCRIPTION OF THE INVENTION 



[0025] Fig. 1 is a plan view of a recording medium ac- 
cording to a first embodiment, which plan view will be 
also referred in the second embodiment. Figs. 2Ato 2D 
are illustrations of data format according to the first em- 
bodiment. Fig. 3 is a block diagram of a recording ap- 
paratus according to the first embodiment. Fig. 4 is a 
block diagram of a reproducing apparatus according to 
the first embodiment. Fig. 5 is a block diagram of a DVD 
player as the reproducing apparatus according to the 
first embodiment which block diagram will be referred in 
the second embodiment. Fig. 6 is a block diagram of a 
data storing circuit shown in Fig. 5. Fig. 7 is a block di- 
agram of a de-scrambling circuit shown in Fig. 5. Fig. 8 
depicts a flow chart of de-scrambling operation accord- 
ing to the first embodiment. 

[0026] In Fig. 1 , data is recorded to have a spiral track 
or tracks on the recording medium (disc) 1 at a unit of 
sector to be reproduced from the inside track of the re- 
cording medium 1 for a DVD (digital versatile disc). 
Moreover, data is recorded on the recording medium 1 
to provide a read-in region 1 01 , a main data region 1 02, 
and a read-out region 1 03 from inside toward outside of 
the plane of the recording medium 1 . The read-in region 
101 stores the position data for reproducing and other 
data for reading the main data stored in the main data 
region 102. The main data region 102 stores scrambled 
content data (main data), for example, audio data and 
video data (hereinafter, referred to as AV data). The 
read-out region 103 stores other data. The read-in re- 
gion 101 includes a control data region 104 as shown 
in Figs. 2A and 2B. Sixteen sectors at beginning of the 
control data region 1 04 store formatting data 1 05 at No. 



BRIEF DESCRIPTION OF THE DRAWINGS 

30 

[0023] The object and features of the present inven- 
tion will become more readily apparent from the follow- 
ing detailed description taken in connection with the ac- 
companying drawings in which: 

35 

Fig. 1 is a plan view of a recording medium accord- 
ing to a first embodiment, which plan view is also 
referred in the second embodiment; 
Figs. 2A to 2D are illustrations of a data format ac- 
cording to the first embodiment, which illustrations 40 
are also referred in a third embodiment: 
Fig. 3 is a block diagram of a recording apparatus 
according to the first embodiment; 
Fig. 4 is a block diagram of a reproducing apparatus 
according to the first embodiment; 45 
Fig. 5 is a block diagram of a DVD player as the 
reproducing apparatus according to the first em- 
bodiment which block diagram are also referred in 
the second embodiment; 

Fig. 6 is a block diagram of a data storing circuit so 
shown in Fig. 5; 

Fig. 7 is a block diagram of a de-scrambling circuit 
shown in Fig. 5; 

Fig. 8 depicts a flow chart of de-scrambling opera- 
tion according to the first embodiment; 55 
Figs. 9A to 9E are illustrations of a second embod- 
iment showing a data format for recording AV data, 
which illustrations are also referred in a fourth em- 
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0 sector, a disc manufacturer data 106 at No. 1 sector 
thereof, and content supplier data 107 at No. 2 to No. 
1 5 sectors as shown in Fig. 2D. The formatting data 1 05 
includes de-scrambling algorithm data 109 for de- 
scrambling the scrambled data at the main data region 
102 and flag data 110 indicative of de-scrambling algo- 
rithm data for de-scrambling the scrambled content da- 
ta. 

[0027] As mentioned above, the recording medium 1 
records content data scrambled in accordance with 
scrambling algorithm data at the main data region 102, 
de-scrambling algorithm data 1 09 for de-scrambling the 
content data scrambled by the scrambling algorithm da- 
ta and flag data 110 indicative of the scrambling algo- 
rithm data at No. 1 sector at the control data region 1 04. 
[0028] In Fig. 3, a recording apparatus including a sig- 
nal processing circuit 111 for MPEG-encoding content 
data including AV data, a scrambling circuit 112 for 
scrambling the content data from the signal processing 
circuit 111 in accordance with a predetermined scram- 
bling algorithm data with scrambling key data 108, and 
a recording circuit for recording the content data from 
the scrambling circuit 112 with control data 105 on a re- 
cording medium 1 . 

[0029] At first, a content data supplier for the AV data 
prepares the AV data 79 as the content data, the scram- 
bling key data 108 used for scrambling with a predeter- 
mined scrambling algorithm, and the control data 105. 
The control data, as shown in Figs. 2B to 2D, includes 
type data or data structure data of the recording medium 
1 , flag data 1 1 0 indicating de-scrambling algorithm data, 
the de-scrambling algorithm data 109, disc manufacture 
data, and contents supplier data, wherein either of the 
flag data 110 or the de-scrambling algorithm data may 
be omitted. 

[0030] The content data (AV data) 79 is supplied to 
the signal processing circuit 111 which compresses the 
content data with the MPEG method for example. The 
compressed data from the signal processing circuit 111 
is supplied to the scrambling circuit 112 which scram- 
bles the content data from the signal processing circuit 
111 in accordance with a predetermined scrambling al- 
gorithm (data) with the scrambling key data 108 to im- 
prove the secretiveness. The scrambled content data is 
supplied to the recording circuit 113. The recording cir- 
cuit 1 1 3 records the compressed and scrambled content 
data with control data including formatting data, the flag 
data 1 1 0, and de-scrambling algorithm data 1 09 with the 
format shown in Figs. 2A to 2D. Moreover, an error cor- 
rection operation and the EFM modulation are per- 
formed before recording. As a result, a master disc is 
provided and a large number of DVD discs are manu- 
factured from the master disc with the well-known disc 
stamper. If the disc is of DVD RAM ; the disc is directly 
read. 

[0031] In the above-mentioned description, either of 
recording the flag data 110 or recording the de-scram- 
bling algorithm data 109 may be omitted. That is, the 



recording circuit may record the flag data 110 without 
de-scrambling algorithm data 109, de-scrambling algo- 
rithm data 1 09 without the flag data 1 1 0, or both the de- 
scrambling algorithm data 109 and the flag data 110 on 

s the recording medium 1. 

[0032] The reproducing apparatus, as shown in Fig. 
4, includes a reading circuit 122 for reading data on the 
recording medium 1 , a de-scrambling circuit 1 23 for de- 
scrambling the content data in the read data, a signal 

10 processing circuit 125 for processing the de-scrambled 
content data to output reproduced AV data, and a control 
circuit 1 24 for controlling the reading circuit 1 22, the de- 
scrambling circuit 1 23, the signal processing circuit 1 25 
in accordance with the control data from the reading cir- 

15 cuit 1 22 and the de-scrambled data from the de-scram- 
bling circuit 123. 

[0033] The data on the recording medium is read by 
the reading circuit 122 which supplies the read data to 
de-scrambling circuit 123 and to the control circuit 124. 
20 The de-scrambling circuit 123 includes a first memory 
1 23a for previously storing at least one set of de-scram- 
bling algorithm data with second flag data indicative of 
at least one set of the de-scrambling algorithm data and 
a second memory 1 23b for storing de-scrambling algo- 
us rithm data from the read data. 

[0034] The control circuit 124 receives the formatting 
data 105 which may include the de-scrambling algo- 
rithm data 109 and a flag data 110 from the reading cir- 
cuit 1 22 and determines one set of de-scrambling algo- 
30 rithm data in accordance with the de-scrambling algo- 
rithm data 109 and the flag data 110 in the formatting 
data 105. 

[0035] The control circuit 124 determines one set of 
de-scrambling algorithm data in accordance with the 

35 flow chart shown in Fig. 8. 

[0036] In step s1, the control circuit 124 checks 
whether the flag data 110 is included. If the flag data 110 
is included, the control circuit 124 checks whether the 
flag data 110 from the recording medium 1 agrees with 

40 the second flag data from the first memory 1 23a in step 
s2. If there is agreement, the control circuit 124 deter- 
mines one set of the de-scrambling algorithm data of 
which second flag data agrees with the flag data 110 
from the recording medium 1 and commands the de- 

45 scrambling circuit 123 to use the determined de-scram- 
bling algorithm data for de-scrambling in step s3. 
[0037] In step s1, if the flag data 110 is not included, 
the control circuit 124 checks whether the de-scram- 
bling algorithm data 109 is included in the formatting da- 

50 ta 105 in step s4. If the de-scrambling algorithm data 
109 is included in the formatting data 105, the control 
circuit 124 stores the de-scrambling algorithm data in 
the second memory 1 23b in step s5 and commands the 
de-scrambling circuit 123 to de-scramble the content 

55 data with the de-scrambling algorithm data in the sec- 
ond memory 123b in step s6. 

[0038] In step s4, the de-scrambling algorithm data 
1 09 is not included in the formatting data 1 05 ; the control 
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circuit 124 commands the de-scrambling circuit 123 to 
reproduce without de-scrambling. 
[0039] In step s2, if there is no agreement, the control 
circuit 124 stores the de-scrambling algorithm data 109 
from the disc in the second memory 1 23b in step s7 and 
commands the de-scrambling circuit 123 to de-scram- 
ble the content data with the de-scrambling algorithm 
data in the second memory 1 23b in step s8. 
[0040] As mentioned above, if the flag data 110 is in- 
cluded in the read formatting data 105 and if there is 
second flag data agreeing with the flag data 1 1 0 includ- 
ed in the formatting data 105, one set of the algorithm 
data in the first memory 1 23a is used for de-scrambling. 
If the flag data 1 1 0 is not included in the formatting data 
105 or if the flag data 110 disagrees with any second 
flag data stored in the first memory 123a indicative of 
the de-scrambling data stored in the first memory 1 23a, 
the de-scrambling algorithm data is read and stored in 
the second memory 1 23b to use it for de-scrambling the 
read content data. If there is no flag data 1 1 0 and no de- 
scrambling algorithm data in the formatting data 105, the 
read content data is reproduced without de-scrambling. 
[0041] The reproducing apparatus will be described 
more specifically with reference to Figs. 5 and 6. 
[0042] The disc (recording medium) 1 is rotated by a 
drive motor 2 at a predetermined rotating speed. The 
drive motor 2 is controlled by a rotation control circuit 
12. An optical pickup 3 includes a laser light source 
(semiconductor laser) 4 ; a collimattor lens 55, a beam 
splitter 56, a quarter wave plate 57, a cylindrical lens 58, 
an object lens 6, an objective lens actuator 7, a photo- 
detector 8, etc. for reading pit data recorded on the disc 
1 by optical-to-electric conversion to supply the read da- 
ta to the signal processing circuit 1 4. The optical pickup 
3 moves in the radial direction of the recording medium 
1 by a seek motor 1 3 and a seek driver 1 1 . The actuator 
7 drives the optical lens 6 in accordance with a focus 
error signal from a focus servo circuit 9 in the focusing 
direction and a tracking error signal from the tracking 
servo circuit 10 for tracking. 

[0043] In the signal processing circuit 14, an opera- 
tional amplifier 15 calculates a signal from the optical 
pickup 3 and generates a signal including the read data 
and the focus error signal and the tracking error signal 
supplied to a synchronizing detection/demodulation cir- 
cuit 16, a PLL circuit 17, a focus server circuit 9, a track- 
ing servo circuit 10 ; and the seek motor driver 11 , re- 
spectively. The PLL circuit 17 extracts a clock signal 
from the signal from the operational amplifier 1 5 to sup- 
ply the clock signal to the synchronizing detection/ de- 
modulation circuit 16. The synchronizing detection/de- 
modulation circuit 16 detects a synchronizing signal in 
accordance with the clock signal and demodulates sub- 
code data and main code data from the signal from the 
operational amplifier 1 5 in accordance with the synchro- 
nizing signal to output the sub-code data to a sub-code 
reader 20 and to an error correction de-interleaving cir- 
cuit 18. The main code data supplied to the error cor- 



rection de-interleaving circuit 1 8 is error-corrected using 
a RAM 1 9 and supplied to a memory control portion 44 
in the data storing circuit 21 as shown in Fig. 6. 
[0044] The sub-code data supplied to the sub-code 
5 reader 20 which processes the sub-code and the proc- 
essed sub-code data is supplied to a reproducing con- 
trol unit 22. The reproducing control circuit 23 in the re- 
producing control unit 22 generates control signals for 
the focus servo circuit 9, the tracking servo circuit 10, 
10 the seek motor driver 11 , and the rotation control circuit 
1 2. The reproducing control circuit 23 uses the sub-code 
data as position data of the optical pickup 3 for interrupt- 
ing and restarting reproduction. Moreover, the reproduc- 
ing control circuit 23 reads operation data from an op- 
75 eration unit 24 and displays address data on a display 
25 in accordance with the sub-code data. 
[0045] Moreover, as shown in Figs. 5 and 6, a writing 
control signal is supplied to an interface 43 in the data 
storing circuit 21 which supplies a reproducing control 
20 signal to a reproducing control circuit 23. Moreover, 
when the reproducing control circuit 23 supplies a de- 
coding control signal toa decoding circuit 26, a data sep- 
arating circuit 27 in the decoding circuit 26 supplies a 
data control signal to an output control circuit 47 (Fig. 6) 
25 in the data storing circuit 21. In response to the data 
control signal, the output control circuit 47 supplies a 
control signal to a memory control circuit 44 which sup- 
plies an address signal for reading reproduced data to 
be decoded in the decoding circuit 26 from the repro- 
30 duced data stored in the memory 46. The data read from 
the memory 46 is supplied to a de-scrambling circuit 60 
through the memory control circuit 44 and the output 
control circuit 47. 

[0046] As shown in Fig. 7 : the de-scrambling circuit 
35 60 includes an input interface 151, a data processing 
circuit 152, an output interface 153, a control interface 
154, an algorithm selecting circuit 155, and memories 
156 and 157. The memory 156 stores a plurality of sets 
of de-scrambling algorithm data in advance and flag da- 
40 ta corresponding to a plurality of the sets of de-scram- 
bling algorithm data, respectively and the memory 1 57 
stores the read or received de-scrambling algorithm da- 
ta under control by the de-scrambling control circuit 1 54. 
The de-scrambling control circuit 154 selects one of a 
45 plurality of the sets of de-scrambling algorithm data or 
uses the de-scrambling algorithm in accordance with 
the flow chart shown in Fig. 8. 

[0047] In Fig. 5, the data separating circuit 27 judges 
whether the reproduced data from the de-scrambling 

50 circuit 60 is audio data (A Data) or video data (V data) 
in accordance with the data in the header, etc. and sup- 
plies the A data to an audio buffer 28 and the V data to 
a video buffer memory 29 in accordance with the judging 
result. The A data supplied to the audio buffer 28 is sup- 

55 plied to an audio demodulation circuit 54 from the audio 
buffer 28 at a constant transmission rate. The audio de- 
modulation circuit 54 demodulates the A data and out- 
puts a reproduced audio signal. 
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[0048] The V data supplied to the video buffer mem- 
ory 29 is supplies to inverse-VLC decoder 30 of the 
MPEG decoding IC 70. The MPEG decoding IC 70 in- 
cludes the de-VLC decoder 30, a reverse-quantizing cir- 
cuit 31 , a inverse-DCT circuit 32, an adder 33, switches 
34 and 40, an averaging circuit 35, a motion compen- 
sation circuits 36 and 37, frame memories 38 and 39 to 
decode the V data from the video buffer memory 29 to 
supply B picture and I and P picture data to a signal 
processing circuit 41. The signal processing circuit 41 
processes this signal to output a reproduced video sig- 
nal through an output terminal 42. 
[0049] I n the video buffer memory 29, the reproduced 
data is supplied to the MPEG decoding IC such that the 
amount of the reproduced data corresponds to the 
amount of data necessary for MPEG decoding. Accord- 
ingly, it is necessary for suitably performing the MPEG 
decoding processing that a suitable amount of the re- 
produced data is stored in the buffer memory 29. Ac- 
cordingly, when the amount of the video data stored in 
the video buffer memory 29 is less than a predetermined 
value, a data control signal is supplied to an output con- 
trol circuit 47 in the data storing circuit 21 from the data 
separation circuit 27. In response to this, the outputting 
control circuit 47 supplies a control signal to the memory 
control circuit 44. In responsetothis, the memory control 
circuit supplies reading address data to the memory 46. 
The necessary amount of the video data is supplied from 
the memory 46 to the video buffer memory 29 through 
the de-scrambling circuit 60. 

<SECOND EMBODIMENT 

[0050] Figs. 9A to 9E are illustrations of a second em- 
bodiment showing data format of recording AV data. Fig. 
10 is a block diagram of a recording apparatus accord- 
ing to the second embodiment. Fig. 11 is a block dia- 
gram of a reproducing apparatus according to the sec- 
ond embodiment. Fig. 12 is block diagram of a de- 
scrambling circuit shown in Fig. 11. In the second em- 
bodiment, Figs. 1 and 5 are also referred in the second 
embodiment. 

[0051] In the second embodiment, on the scrambling 
side, the content data is scrambled in accordance with 
first scrambling algorithm data and the de-scrambling 
algorithm data for de-scrambling the scrambled content 
data is scrambled with a second scrambling algorithm 
data. Then, the scrambled content data, the de-scram- 
bling algorithm data scrambled with the second scram- 
bling algorithm data, and flag data indicative of the sec- 
ond scrambling algorithm data are transferred through 
a recording medium or a communication medium. 
[0052] On the de-scrambling side, the de-scrambling 
algorithm data scrambled with the second scrambling 
algorithm data is de-scrambled with the de-scrambling 
algorithm data corresponding to the second scrambling 
algorithm data. With the de-scrambled de-scrambling 
algorithm data, the content data is de-scrambled. 



[0053] In Fig. 1 , data is recorded to have a spiral track 
or tracks on the recording medium 1 at a unit of sector 
to be reproduced from the inside track of the recording 
medium 1 for a DVD (digital versatile disc). Moreover, 
5 data is recorded on the recording medium 1 to provide 
a read-in region 201 , a main data region 202, and a 
read-out region 203 from inside toward outside of the 
plane of the recording medium 1 . The read-in region 201 
stores the position data for reproducing and other data 
for reading the main data stored in the main data region 
202. The main data regions 202 stores scrambled con- 
tent data (main data), for example, audio data and video 
data (hereinafter, referred to as AV data). The read-out 
region 203 stores other data. The read-in region 201 in- 
cludes a control data region 204 as shown in Fig. 9B. 
Sixteen sectors at the beginning of the control data re- 
gion 204 stores formatting data 205 at No. 0 sector, a 
disc manufacturer data 206 at No. 1 sector, and content 
supplier data at No. 2 to No. 1 5 sectors as shown in Fig. 
9D. 

[0054] In Fig. 9E, No. 1 5 sector of the control data re- 
gion 204 includes flag data 207 indicating the second 
scrambling algorithm data and the first scrambling algo- 
rithm data 208 scrambled with the second scrambling 
algorithm data. 

[0055] In Fig. 10, the recording apparatus includes a 
signal processing circuit 111 for processing the AV data 
79, a first scrambling circuit 112-1 for scrambling the AV 
data from the signal processing circuit 111, a second 
scrambling circuit 112-2 for scrambling the de-scram- 
bling algorithm data, a data adder 214 for adding the 
flag data to the scrambled de-scrambling algorithm da- 
ta, a data adder 21 5 for adding formatting data to output 
data from the data adder 214, and a recording circuit 
113 for recording data from the data adder 215 and the 
first scrambling circuit 1 1 2-1 on the recording medium 1 . 
[0056] The AV data 79 as the content data is supplied 
to the signal processing circuit 111 which performs 
MPEG-encoding the AV data 79. The AV data from the 
signal processing circuit 111 is scrambled with the first 
scrambling key data 21 0 in accordance with a predeter- 
mined scrambling algorithm data by the first scrambling 
circuit 112-1. The scrambled AV data is supplied to the 
recording circuit 113. 

[0057] The de-scrambling algorithm data 208 is 
scrambled with the second scrambling algorithm data 
by the second scrambling circuit 112-2 in accordance 
with the flag data 207 indicating the second de-scram- 
bling algorithm data 208. The flag data 207 is added to 
the scrambled de-scrambled algorithm data. The output 
data of the data adder 21 4 is supplied to the data adder 
215. The data adder 215 adds the formatting data, etc. 
to the output data of the data adder 214. Output data of 
the data adder 215 is supplied to the recording circuit 
113. The recording circuit 113 records the output data 
of the data adder 215 and the scrambled AV data from 
the first scrambling circuit 1 1 2-1 on the recording medi- 
um (master disc) 1 in the format as shown in Figs. 9A 
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to 9E. 

[0058] In Fig. 11, the reproducing apparatus includes 
a reading circuit 1 22 for reading data from the recording 
medium 1, a de-scrambling circuit 123a for de-scram- 
bling the AV data, a signal processing circuit 125 for 
processing the de-scrambled AV data ; and a control cir- 
cuit 1 24 for controlling the reading circuit, the de-scram- 
bling circuit 123a, and the signal processing circuit 125. 
[0059] In Fig. 12, the de-scrambling circuit 123a in- 
cludes an input interface 151 for receiving the scram- 
bled data, a de-scrambling circuit 152-1, a de-scram- 
bling circuit 152-2, a data output interface 153, a control 
interface 1 54, an algorithm switch circuit 1 55, a memory 
156 for storing the second de-scrambling algorithm da- 
ta, a memory 157 for storing the first de-scrambling al- 
gorithm, and a RAM 158 for storing data. 
[0060] The algorithm switch circuit 1 55 is switched in 
response to the flag data 207 indicative of the second 
de-scrambling algorithm data. The de-scrambling circuit 
152-2 de-scrambles the first de-scrambling algorithm 
data scrambled with the second scrambling algorithm 
data with one of the second de-scrambling algorithm da- 
ta corresponding to the flag data 207. The de-scrambled 
first de-scrambling algorithm data is supplied to the 
RAM 158. 

[0061] Then, the de-scrambling circuit 152-1 de- 
scrambles the contents data (AV data) from the input 
interface 151 in accordance with the first de-scrambling 
algorithm data in the RAM 158. The de-scrambled con- 
tent data is supplied to the data separation circuit 27 in 
the decoding circuit 26 shown in Fig. 5 through the out- 
put interface 153. The concrete reproducing apparatus 
is shown in Fig. 5, sothat the detailed description is omit- 
ted. 

[0062] I n the above-mentioned embodiment, the data 
storing processing, the de-scrambling processing, the 
MPEG decoding are performed with hardware circuits. 
However, it is also possible to provide these processes 
with programs on a computer. The contents data, the 
de-scrambling algorithm data, the flag data, and other 
control data are recorded on the recording medium 1. 
However, this invention is also applicable to the system 
transmitting the de-scrambled content data through a 
transmission medium such as INTERNET 
[0063] Such embodiments will be described. 

<THIRD EMBODIMENTS 

[0064] Fig. 13 is a scrambling apparatus with trans- 
mission according to a third embodiment. The scram- 
bling apparatus of the third embodiment is substantially 
the same as the recording apparatus of the first embod- 
iment shown in Fig. 3. The difference is that the trans- 
mission circuit 313 replaces the recording circuit 113. 
Thetransmission circuit 31 3transmits the data including 
the formatting data including the de-scrambling algo- 
rithm data 109 and flag data 110 and the de-scrambled 
content data with the format shown in Figs. 2A to 2D. 



[0065] Fig. 14 is a receiving apparatus according to 
the third embodiment. The de-scrambling apparatus 
with signal receiving of the third embodiment is substan- 
tially the same as the reproducing apparatus of the first 

5 embodiment shown in Fig. 4. The difference is that the 
receiving circuit 322 replaces the reading circuit 122. 
The receiving circuit 322 receives the data including the 
formatting data including the de-scrambling algorithm 
data 109 and flag data 110 and the de-scrambled con- 

10 tent data with the format shown in Figs. 2A to 2D and 
de-scrambles the content data as similar as the first em- 
bodiment. 

<FOURTH EMBODIMENT 

15 

[0066] Fig. 15 is a scrambling apparatus with trans- 
mission according to a fourth embodiment. The scram- 
bling apparatus of the fourth embodiment is substantial- 
ly the same as the recording apparatus of the second 
20 embodiment shown in Fig. 10. The difference is that the 
transmission circuit 413 replaces the recording circuit 
113shown in Fig. 10. Thetransmission circuit 41 3 trans- 
mits the data including the formatting data including the 
scrambled de-scrambling algorithm data and the de- 
25 scrambled content data with the format shown in Figs. 
9A to 9D. 

[0067] Fig. 16 is a de-scrambling apparatus with sig- 
nal receiving according to the fourth embodiment. The 
de-scrambling apparatus of the fourth embodiment is 
30 substantially the same as the reproducing apparatus of 
the second embodiment shown in Fig. 11. The differ- 
ence is that the receiving circuit 422 replaces the read- 
ing circuit 1 22 shown in Fig. 1 1 . The receiving circuit 422 
receives the data including the formatting data including 
35 the scrambled de-scrambling algorithm data and the de- 
scrambled content data with the format shown in Figs. 
9A to 9D and de-scrambles the content data as similar 
as the second embodiment. 



Claims 

1. A data recording apparatus comprising: 

scrambling means for scrambling content data 
in accordance with scrambling algorithm data; 
and 

recording means for recording said content da- 
ta from said scrambling means, de-scrambling 
algorithm data for de-scrambling said content 
data scrambled by said scrambling algorithm 
data, and flag data indicative of said de-scram- 
bling algorithm data on a recording medium. 

2. A data recording medium comprising: 

a first region for storing content data scrambled 
in accordance with scrambling algorithm data; 
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a second region for storing de-scrambling algo- 
rithm data for de-scrambling said content data 
scrambled by said scrambling algorithm data; 
and 

a third region for storing flag data indicative of s 
said de-scrambling algorithm data. 

3. A data reproducing apparatus for reproducing data 
including content data scrambled in accordance 
with scrambling algorithm data, first de-scrambling 10 
algorithm data for de-scrambling said content data 
scrambled in accordance with said scrambling al- 
gorithm data, and first flag data indicative of said 
de-scrambling algorithm data, comprising: 

15 

receiving means for receiving said data; 
storing means for storing second de-scram- 
bling algorithm data and second flag data indic- 
ative of said second de-scrambling algorithm 
data, and storing said first de-scrambling algo- 20 
rithm data from said receiving means in re- 
sponse to said receiving means; 
comparing means for comparing said first flag 
data with said second flag data; 
selecting means for selecting said second de- 25 
scrambling algorithm data when said first flag 
data agrees with said second flag data and se- 
lecting said first de-scrambling algorithm data 
in said storing means when said first flag data 
disagrees with said second flag data; and 30 
de-scrambling means for de-scrambling said 
content data from said receiving means in ac- 
cordance with an output of said selecting 
means to output de-scrambled content data. 

35 

4. A method of scrambling and de-scrambling data 
comprising the steps of: 

scrambling content data in accordance with a 
scrambling algorithm; 40 
transmitting said content data from said scram- 
bling means, de-scrambling algorithm data for 
de-scrambling said content data scrambled in 
accordance with said scrambling algorithm, 
and flag data indicative of said de-scrambling 45 
algorithm data; 

receiving said transmitted data; 
storing second de-scrambling algorithm data 
and second flag data indicative of said second 
de-scrambling algorithm data in advance, and so 
storing said first de-scrambling algorithm data; 
comparing said first flag data with said second 
flag data; 

selecting said second de-scrambling algorithm 
data when said first flag data agrees with said 55 
second flag data and selecting said first de- 
scrambling algorithm data when said first flag 
data disagrees with said second flag data; and 



de-scrambling said content data in accordance 
with said selected de-scrambling algorithm da- 
ta to output de-scrambled content data. 

5. A data recording apparatus comprising: 

first scrambling means for scrambling content 
data in accordance with first scrambling algo- 
rithm data; 

second scrambling means for scrambling de- 
scrambling algorithm data in accordance with 
second scrambling algorithm data, said de- 
scrambling algorithm data being provided for 
de-scrambling said content data scrambled in 
accordance with said first scrambling algorithm 
data; and 

recording means for recording said content da- 
ta from said first scrambling means, said de- 
scrambling algorithm data from said second 
scrambling means, and flag data indicative of 
said second scrambling algorithm data on a re- 
cording medium. 

6. A data recording medium comprising: 

a first region for storing content data scrambled 
in accordance with first scrambling algorithm 
data; 

a second region for storing de-scrambling algo- 
rithm data for de-scrambling said first scram- 
bling algorithm data scrambled with second 
scrambling algorithm data; and 
a third region for storing flag data indicative of 
said second de-scrambling algorithm data. 

7. A data reproducing apparatus for reproducing data 
including content data scrambled in accordance 
with first scrambling algorithm data, first de-scram- 
bling algorithm data scrambled with second scram- 
bling algorithm data for de-scrambling said content 
data, and flag data indicative of said second scram- 
bling algorithm data, comprising: 

receiving means for receiving said data; 
selecting means for selecting one of a plurality 
of sets of second de-scrambling algorithm data 
which corresponds to said second scrambling 
algorithm data in accordance with said flag da- 
ta; 

first de-scrambling means for de-scrambling 
said first de-scrambling algorithm data in ac- 
cordance with said selected one set of second 
de-scrambling algorithm data; and 
second de-scrambling means for de-scram- 
bling said content data from said receiving 
means in accordance with said first de-scram- 
bling algorithm data from said first de-scram- 
bling means. 
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8. A method of scrambling and de-scrambling data 
comprising the steps of: 

(a) scrambling content data in accordance with 
first scrambling algorithm data; 

(b) scrambling first de-scrambling algorithm da- 
ta in accordance with second scrambling algo- 
rithm data, said first de-scrambling algorithm 
data being provided for de-scrambling said 
content data scrambled in step (a); 

(c) transmitting data including said content data 
scrambled in step (a), said first de-scrambling 
algorithm data scrambled in step (b), and flag 
data indicative of said second scrambling algo- 
rithm data; 

(d) receiving said data; 

(e) selecting one of a plurality of sets of second 
de-scrambling algorithm data which corre- 
sponds to said second scrambling algorithm 
data in accordance with said flag data in said 
received data; 

(f) de-scrambling said first de-scrambling algo- 
rithm data in said received data in accordance 
with said selected one set of second de-scram- 
bling algorithm data; and 

(g) de-scrambling said content data in said re- 
ceived data in accordance with said first de- 
scrambling algorithm data de-scrambled in 
step (f). 

9. A data recording apparatus comprising: 

scrambling means for scrambling content data 
in accordance with scrambling algorithm data; 
and 

recording means for recording said content da- 
ta from said scrambling means and flag data 
indicative of said de-scrambling algorithm data 
on a recording medium. 

10. A data recording medium comprising: 



selecting means for selecting one set of said 
second de-scrambling algorithm data corre- 
sponding to said flag data; and 
de-scrambling means for de-scrambling said 
s content data from said receiving means in ac- 

cordance with said one set of said second de- 
scrambling algorithm data. 

12. A method of scrambling and de-scrambling data 
10 comprising the steps of: 

scrambling content data in accordance with 

scrambling algorithm data; 

transmitting said content data scrambled in ac- 

15 cordance with said scrambling algorithm data 

and flag data indicative of de-scrambling algo- 
rithm data for de-scrambling said content data 
scrambled by said scrambling algorithm data; 
receiving said transmitted content data and flag 

20 data; 

storing a plurality of sets of second de-scram- 
bling algorithm data; 

selecting one set of said said second de-scram- 
bling algorithm data corresponding to said re- 
25 ceived flag data; and 

de-scrambling said content data in accordance 
with said one set of said second de-scrambling 
algorithm data. 

30 13. A data recording apparatus comprising: 

scrambling means for scrambling content data 
in accordance with scrambling algorithm data; 
and 

35 recording means for recording said content da- 

ta from said scrambling means and de-scram- 
bling algorithm data for de-scrambling said con- 
tent data scrambled by said scrambling algo- 
rithm data on a recording medium. 

40 

14. A data recording medium comprising: 



a first region for storing content data scrambled 
in accordance with scrambling algorithm data; 
and 45 
a second region for storing flag data indicative 
of said scrambling algorithm data. 

11. A data reproducing apparatus for reproducing data 
including content data scrambled in accordance 50 
with scrambling algorithm data and flag data indic- 
ative of de-scrambling algorithm data for de-scram- 
bling said content data scrambled by said scram- 
bling algorithm data, comprising: 

55 

receiving means for receiving said data; 
storing means for storing a plurality of sets of 
second de-scrambling algorithm data; 



a first region for storing content data scrambled 
in accordance with scrambling algorithm data; 
and 

a second region for storing de-scrambling algo- 
rithm data for de-scrambling said content data 
scrambled by said scrambling algorithm data. 

15. A data reproducing apparatus for reproducing data 
including content data scrambled in accordance 
with scrambling algorithm data and de-scrambling 
algorithm data for de-scrambling said content data 
scrambled in accordance with said scrambling al- 
gorithm data ; comprising: 

receiving means for receiving said data: 
storing means for storing said de-scrambling al- 
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gorithm data from said receiving means; and 
de-scrambling means for de-scrambling said 
content data from said receiving means in ac- 
cordance with said de-scrambling algorithm da- 
ta from said storing means to output de-scram- 5 
bled content data. 

16. A method of scrambling and de-scrambling data 
comprising the steps of: 

10 

scrambling content data in accordance with 
scrambling algorithm data; 
transmitting said content data from said scram- 
bling means and de-scrambling algorithm data 
for de-scrambling said content data scrambled 15 
in accordance with said scrambling algorithm 
data; 

receiving said transmitted content data and 
said transmitted de-scrambling algorithm data; 
storing second de-scrambling algorithm data; 20 
and 

de-scrambling said content data from said re- 
ceiving means in accordance with said de- 
scrambling algorithm data in said storing 
means to output said de-scrambled content da- 25 
ta. 



30 



35 



40 



45 



50 



55 



12 



EP 1 014 717 A2 




SECTOR NO. 


101 

Oh ^ 30000h 


102 


103 


FIG. 2A 






OOOOOh 




104 "\ 

<, 


^\30000h 




FIG. 2B 




CONT DATA 
REGION 







F/G. 2C 



SECTOR NO. /0 1 2 

F/G. 2D 




15 SECTOR 



109 



-106 ^ — 107 
CrtD1 . ATTIW „ x DISC MANU DATA CONTENT 
FORMATTING \ SUPPLIER'S 
DAT A no DATA 



DE-SCRAMBLING FLAG DATA 
ALGORITHM DATA 



13 



EP 1 014 717 A2 



FIG. 3 



COUNT DATA 



r 



105 



-108 



SCRAMBLING 
KEY DATA 



111 




SIG PROC 

(MPEG 

ENCODING) 



79 

AV DATA 
(CONTENT DATA) 



SCRAMBLING 
CKT 



113 



RECORDING 
CKT 



112 




RECORDING 
MEDIUM 



FIG. 4 



122 



READ DATA 



123 



READING 

CKT 




DE-SCRAMBLING 

ckt Jp q 



— T 

123a 



V 
123b 



1 



RECORDING 
MEDIUM 



S 

105a 

FORMATTING 
DATA 



CONT 
CKT 



124 



125 



SIG PROC CKT 

(MPEG 

DECODING) 



DE-SCRAMBLED 
DATA 



14 



EP 1 014 717 A2 




CM 



15 



EP 1 014 717 A2 



O 
CD 

cc 
o 
I— 

CO 

<c 

I — 

2 



CO 

o 



CD 



>- 

oc 

o 



to 







AM 








<c 






<CUJ 


oo 



LUO 



X 



CO 



CO 



O 
o 



CD 

88 





CO 


1 o 

1—4 






< 


CO 


CO 






DAT 


DDRE 


ONT 


DAT 






f <£ 


o 







o 



Q 



CO 



O 

o 



< 



CD 
CO 



O 
CO 

O 
cr 

uj 



O 
o 

o 



o 
o 

o 
oc 
o. 

LU 

DC 



Q- 
LU 

CO 

<C 
I — 

<c 
o 



C\J 



LUO 

ceo 



CO 
CM 



OCi 1 1 

OCT 
cum 
uuo 



16 



EP 1 014 717 A2 



CO 

ID 

CD 



<: 

Q 



<£ 
O 

Q <NJ 

cqlu 

^ CO 

en? 
o< 
coo 

LLIO 
Oh 



OUTPUT 


I/F 







to 



CO 
LO 



LO 




f— 




CON 


CD 








COO 


INP 


d/I 




DE- 
SCRAM 



, LO 



CD 



coo 



CM 



o< 

Qll. 



17 



EP 1 014 717 A2 



FIG. 8 



REPRO 




DE-SCRAMBLE WITH 
THE DE-SCRAMBLING 
ALG DATA 



REPRO WITHOUT 
DE-SCRAMBLING 



STORE 

DE-SCRAMBLING 
ALG DATA 



STORE ALG DATA 
FROM DISC 
IN MEMORY 



S7 



DE-SCRAMBLING 
WITH THE 
DE-SCRAMBLING 
ALG DATA 



S6 



DE-SCRAMBLE 
WITH THE 
DE-SCRAMBLING 
ALG DATA 
IN MEMORY 



S8 



18 



EP 1 014 717 A2 



201 



202 



203 



SECTOR NO. 



FIG. 9A 



FIG. 



FIG. 



Oh ) 30000h ) S 




CONTENT DATA 
SCRAMBLED WITH 
1ST SCRAMBLING ALG 





OOOOOh^-^ 


204 "\ 

<, 


\30000h 


FIG. 9B 




CONT DATA 
REGION 






15th SECTOR 



SCRAMBLING 
DATA 



FORMATTING R' S T C A MANU 
DATA DAT A 



FIG. 9E 



FLG DATA 
INDICATING 2ND 
SCRAMBLING ALG 

5 

207 



1ST SCRAMBLING ALG 
DATA SCRAMBLED WITH 
2ND SCRAMBLING ALG 



T 

208 



19 



EP 1 014 717 A2 



FIG. 10 



DE-SCRAMBLING 
ALG DATA 



FLG DATA 
INDICATING 2ND 
DE-SCRAMBLING 
ALG DATA 



FORMATTING 
DATA ETC 



1ST SCRAMBLING 
KEY DATA 



SECOND 
SCRAMBLING 
CKT 



112-2 



214 




112-1 



CD 



1 

RECORDING 
MEDIUM 



FIG. 11 



122 READ DATA 

Is 



READING 
CKT 



1 



RECORDING 
MEDIUM 



152-2 



DE-SCRAMBLING CKT 
1J ? 3a 152-1 



125 



. L — , 



DE- 
SCRAMBLING 
CKT 



' j 



DE- 
SCRAMBLING 
CKT 



CONT 
CKT 



FORMATTING 
DATA 



SIG PROC 
CKT 



CONT SIG 



124 



20 



EP 1 014 717 A2 



O 
LU 
—J 
CD 

< 

cr 

e> 

CO < 

I o 
UJ <c 
Q Q 



i 




5 

CL 



CD 



<*<t 
OCh- 

o<: 

CO o 



21 



EP 1 014 717 A2 



FIG. 13 



-105 



FORMATTING 
DATA 



-108 



SCRAMBLING 
KEY DATA 



0— 




111 



SIG PROC 

(MPEG 

ENCODING) 



79 
AV DATA 



313 



SCRAMBLING 
CKT 



XMSN 
CKT 



-112 



FIG. 14 



322 READ DATA 



123 



RECEIVING 
CKT 



DE-SCRAMBLING 
CKT 



105a 

FORMATTING 
DATA 



CONT 
CKT 



T 



124 



125 



SIG PROC CKT 

(MPEG 

DECODING) 



DE-SCRAMBLED 
DATA 



22 



EP 1 014 717 A2 



FIG. 15 



1ST SCRAMBLING 
PRG DATA 



FLG DATA 
INDICATING 2ND 
SCRAMBLING 
PRG DATA 



SECOND 

SCRAMBLING 

CKT 



-112-2 



413 



FORMATTING 
DATA ETC 



XMSN 
CKT 



1ST SCRAMBLING 
KEY DATA 



111 



SIG PROC 

(MPEG 

ENCODING) 



1ST 

SCRAMBLING 
CKT 



-112-1 



FIG. 16 



422 READ DATA 

RECEIVING 
CKT 



123-2 



DE-SCRAMBLING CKT 
1J ? 3a 123-1 



2ND DE- 
SCRAMBLING 
CKT 



125 



1ST DE- 
SCRAMBLING 
CKT 



CONT 
CKT 



FORMATTING 
DATA 



T 



SIG PROC 
CKT 



CONT SIG 



124 



23 



EP 1 014 717 A2 



FIG. 17 
PRIOR ART 



COPYRIGHT 
HOLDER 




CSS MANAGING ORG 



( 



MASTER KEY 
DA TA 

HZ 



) 



SCRAMBLE 



1 



SCRAMBLE 



MPEG 
ENCODE 



i 



SCRAMBLE 



DISC MAIN 




SCRAMBLED 
DISC KEY DATA 




SCRAMBLED 
TITLE KEY DATA 



SCRAMBLED 
AV DATA 




m 



FIG. 18 
PRIOR ART 




'A 



SCRAMBLED 
DISC KEY DATA 



SCRAMBLED 
TITLE KEY DATA 



W 



W 



SCRAMBLED 
AV DATA 













(master key) 

1 








DE-SCRAMBLE 










DISC KEY 






DATA 












DE-SCRAMBLE 










TITLE KEY 






DATA 




k 








DE-SCRAMBLE 




MPEG 








DECODED 






DVD PLAYER 



-V 
•A 



24 



